NHOOPMALMNOHHASA TAMATKA
IS OBYYAIOHINUXCA

C KaXXIbIM I'OI0OM MOJIOACKH B MHTCPHCTC CTAHOBUTBLCA 6OJIBHI6, a MKOJbHUKHW OJHH U3
CaMbIX AaKTHUBHBIX I10JIb30BaTElICH PYHeTa. MG}KI[y TCM, IIOMHUMO OI'POMHOI'0O KOJIHYCCTBA
BOBMO)I(HOCTCﬁ, HHTCPHET HCCCT H HpO6JI€MI>I. OTa mnamsaTka JOJDKHA IIOMOYb TeOe
Oe3o01acHo HaXOIUTHCA B CCTH.

Komnbrorepusie BUPYyChI

KoMmbroTepHbIii  BUPYC - 3TO  PAa3sHOBUAHOCTh KOMIBIOTEPHBIX  MPOTPaMM,
OTJIMYUTENBHOW OCOOCHHOCTBIO KOTOPOH SABIISIETCS CHOCOOHOCTh K PpPa3MHOXEHHIO. B
JIOTIOJIHEHUE K 3TOMY, BUPYCHI MOTYT MOBPEAUTH UM TOJHOCTBIO YHUUTOXHUTH BCe (alliibl U
JaHHBIE, TOJKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHU KOTOPOro Oblia 3alylleHa 3apakeHHasl
Iporpamma, a TakyKe MOBPEIUTh WIH JaXe YHUUTOXKUThH ONEPALMOHHYIO CHCTEMY CO BCEMH
(aiinamu B eaoM. B O0IBIIMHCTBE ClIlydaeB pacpOCTPAHSAIOTCA BUPYChI UEPE3 UHTEPHET.

MGTOIIBI 3alIUTBI OT BPCAOHOCHBIX ITPpOIr'paMM:

I. HCHOJIL?;Yﬁ COBPCMCHHBIC OIICPAIIMOHHBIC CHUCTCMBbI, HMCIOIIIUC CepBGBHBIfI YPOBCHb
3alIUTHI OT BPpCAOHOCHBIX IIPOTpaMM;

2. TloctosHHO ycTaHaBiIWBal madtu (IUGpPOBBIC 3aIlJIaTKU, KOTOpPhIE aBTOMAaTUYECKU
YCTaHABJIMBAIOTCS C 1EJIbI0 JIOPabOTKU MPOrpaMMbl) W JIpyrue OOHOBJICHHSI CBOEH
onepanuoHHOM cuctembl. CKauyuBail UX TOJIBKO C ouIlManibHOro caiita paspadorunka OC.
Ecnu cymiecTByeT pexxuM aBTOMaTHYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. PaGortaii Ha cBOeM KOMITBIOTEPE T0]1 MPaBaMu MOJIb30BATENs, & HE aJ]MUHUCTpATOpA.
OTO HE MO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrPaMM HWHCTAJUIMPOBATHCS Ha TBOEM
[IEPCOHATILHOM KOMIIBIOTEPE;

4. Mcnonb3yil aHTUBUPYCHBIE MPOTPAMMHBIE MPOAYKTHI U3BECTHBIX TPOU3BOIUTEIIEH, C
aBTOMATUYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub (pU3MYECKUd JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Mcnonb3yil BHEIIHME HOCUTENN UHPOPMALIMY, TaKhe KaK (uielka, TMCK Wid (aitn u3
MHTEPHETA, TOIBKO U3 TPOBEPEHHBIX HCTOUYHUKOB;

7. He oTKpbIBail KOMIBIOTEpHBIE (aiiibl, TOJYYCHHBIC W3 HEHAJICKHBIX HCTOYHUKOB.
Haxe Te (aiiabl, KOTOpbIE NMPUCTANT TBOM 3HAKOMBIN. Jlydllle yTOYHU Y HEro, OTIpaBiIsil JU
OH Te0e uX.

Cern WI-FI

Wi-Fi - 5T0 He BUJ mepeAaun JaHHBIX, HE TEXHOJIOTHS, a BCETrO JIMINb OpPCHJ, MapkKa.
Eme B 1991 romy nHmnmepmanackass xommnanusi 3apeructpupoBasia Openn "WECA", uto
obo3nauano cioBocoyetanue "Wireless Fidelity", xoTopelii mepeBoguTCs  Kak
"GecrpoBOHAS TOYHOCTH".

Jlo Hamero BpeMeHHM jouuia Apyras abOpeBuaTypa, KOTOpas SBISETCS TaKOM ke



TexHojorue. IOto abOpeBuatypa "Wi-Fi". Takoe Ha3BaHue ObLUIO JaHO C HAMEKOM Ha
CTaHJapT BbICHIEH 3ByKOBOM TexHuku Hi-Fi, uTo B mepeBosie o3HauaeT "BhICOKask TOUHOCTD'.

Ja, GecrimaTHBIM MHTEPHET-IOCTYI B Kade, OTESIX U adpornopTax sSBISIETCS OTIUYHOM
BO3MOKHOCTBIO BBIXOJIa B MHTepHET. HO MHOTHE 3KCIIEePThI CYUTAIOT, YTO OOIIETOCTYITHBIE
Wi-Fi cetu He SBIS10TCS 0€30IMaCHBIMMU.

CoBeThl 110 6€30IaCHOCTH pabOThI B 00IIEAOCTYHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro nuuHyr0 HHpopManuio udepe3 odbmenoctynueie Wi-Fi ceru.
Pabotas B HUX, *KeJlaTeIbHO HE BBOJIUTH MAPOJIH JOCTYTIA, JOTHHBI M KAaKHe-TO HOMEPA;

2. Ucnonp3yit 1 0OHOBIISI aHTUBUPYCHBIE TIpOrpaMMBbl U OpanaMayep. TeM caMbIM Thl
o0e3onacHilb ceds OT 3aKaYKU BUpPYyCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonb3oBanuu Wi-Fi otkmoun ¢ysakmuio "OOmumii goctyn K Qaitnam u
npuntepam". JlaHHas (GyHKIIMS 3aKpbITa MO0 YMOJIYAHHUIO, OJHAKO HEKOTOPHIE TOJIB30BATENN
aKTUBUPYIOT €€ JJIs1 y100CTBa NCIOJIb30BaHus B paboTe Win yueoe;

4. He ucnonb3yit nyonuunbii WI-FI nns nepenaum NUYHBIX AaHHBIX, HAIPUMED IJIS
BBIXO/1a B COLIMAJIbHBIE CETH WJIN B AJIEKTPOHHYIO MIOYTY;

5. HUcnonw3yii Tosibko 3amuiieHHoe coequnenue yepe3 HTTPS, a ue HTTP, T.e. npu
Habope BeO-aapeca BBOAM UMEHHO "https://";

6. B wMoOunpHOM Tenedone orkaoun  ¢GyHknuto "Tonkmouenne k- Wi-Fi
aBTOMaTHuecku'". He momyckait aBTOMaTHYECKOTO MOAKIIOYCHHS YCTpoiicTBa K ceTssM Wi-Fi
0€3 TBOEro corjacusi.

ConmnajabHbie CeTH

CounasibHbIe CETH aKTUBHO BXOJST B HAIly >KU3Hb, MHOTHE JIIOJAU pabOTAIOT U KUBYT
TaM MOCTOSIHHO, a B Facebook yxke 3apeructpupoBaH MUILTHAPHA YEJIOBEK, YTO SIBISIETCS
OJIHOM ceabMOM BCeX JKHUTEJICH IuIaHeTbl. MHOrue IIOJb30BaTECIM HE IIOHMMArOT, 4YTO
nHpopMarus, pa3MeIICHHass HMH B COIMAJIBHBIX CETAX, MOXET OBITh HaljeHa u
HCIIOJIb30BaHa KEM YTrOJHO, B TOM YHCIIC HE 00s3aTeIbHO ¢ OJJaruMU HaMEPEHUSIMH.

OCHOBHBIE COBETHI IT0 0€301IaCHOCTH B COoIMaJbHBIX CCTAX:

1. Orpannup cnucok apy3ei. Y TeOss B Jpy3bsiX HE JODKHO OBITh CIy4yaWHBIX M
HE3HAKOMBIX JIFOJICH;

2. 3ammiiail cBOIO 4YacTHYIO *u3Hb. He ykaswpiBail mapomu, TenedoHsl, aapeca, aary
TBOETO POXICHUS W JPYTryl0 JHYHYH HWHPOpMAIUIO. 3JOYMBIIIJICHHUKA MOTYT
HCIIOJIB30BaTh Jlake MHGOPMAIIUIO O TOM, KaK Thl U TBOM POJUTENN IUIAHUPYETE MPOBECTH
KaHUKYJIbI,

3. 3amumiail cBOO penyTaluio - Iep>KU €€ B YUCTOTE M 3aaBail cede BOmpoc: XOTel Obl
ThI, 4YTOOBI JPYTUE MOJ30BATENN BUACIHU, YTO ThI 3arpyxaeuib? [lonymail, mpexie yem 4yTo-
TO OIyOJIMKOBATh, HATKCATh U 3aTPY3UTh;

4. Ecnu Thl TOBOPHUILIb C JIIOJbMH, KOTOPBIX HE 3HACIlb, HE UCIOJIb3YH CBOE pEaIbHOE



UMS U IPYTYIO JTUYHYIO HH(OPMALIMU: UMSI, MECTO JKUTEIbCTBA, MECTO y4eObl U IPOUEE;

5. N36erait pasmernienus ¢hororpaduit B UHTEpHETE, I/I€ THI NM300pakeH Ha MECTHOCTH,
0 KOTOPOU MOYKHO OIPEACIIUTh TBOE MECTOTIONOKECHHE,

6. HpI/I perucTpanvu B COHH&J’IBHOﬁ CCTHU HGO6XOI[I/IMO HCIIOJIB30BATh CIIOKHBIC IIapOJIn,
COCTOAIIUC U3 6YKB u III/I(i)p H C KOJIMYCCTBOM 3HAKOB HC MCHCC 8;

7. Jns couranbHOM CETH, MOYThI U APYTUX CAUTOB HEOOXOAMMO HUCMOJIb30BATh Pa3HbIC
naponu. Torga eciu TeOs B3JIOMAIOT, TO 3JIOYMBINUICHHUKHA MOIy4YaT AOCTYH TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBbIE IEHbI'H

DNEeKTPOHHBIE JACHBIU - 3TO OYEHb YAOOHBINM CHOCO0 MIaTeXei, OJJHAKO CYIIECTBYIOT
MOIIIEHHUKHU, KOTOPBIE XOTAT NOJYYUTh 3TU JEHBIH.

QHGKTPOHHLIG AJCHBI'H ITIOABHJIIMCH COBCEM HCIABHO M MMCHHO H3-3a 3TOI'O BO MHOTHX
rocyaapCcTtBax A0 CUX IIOp HC ITPOIIMCAHO IIPO HUX B 3aKOHAX.

B Poccuu xe onu (bYHKHI/IOHI/IPYI-OT N O HHUX YXKC IIPOIIMCAHO B 3aKOHC, I'IC HX
pasaciilOT Ha HCCKOJIBKO BHAOB - AHOHHMMHBIC M HC AHOHHMMHBIC. Pa3H1/1ua B TOM, 4YTO
AHOHHMMHBIC - 3TO TC, B KOTOPBIX PA3PCIIACTCA IMPOBOJAUTL OIICpAallN oe3 I/IIIGHTI/I(bI/IKaHI/II/I
II0JIB30BaTCJIsA, 4 B HCAHOHUMHBIX I/II[GHTI/I(I)I/IKEUH/I}I IT0JIb30BaTEIIS SIBJISIETCS 003aTEILHOM.

Taxoke ciieqyer pa3iaudarh AJIEKTPOHHbIE (PUaTHBIC JAEHBIU (PaBHBI TOCY/IaPCTBEHHBIM
BaJIIOTaM) U AJICKTPOHHBIE HE(UATHBIEC IEHbIY (HE paBHBI TOCYAAPCTBEHHBIM BAIIOTaM).

OCHOBHBIE COBETHI IO 0€30MACHOI padOTe € ITEKTPOHHBIMU JE€HbIAMMU:

1. IlpuBsku K cueTy MOOUIIBHBIN Tene@oH. DTO caMmblid yAOOHBIN U OBICTPBIM COCOO
BOCCTAHOBUTH JOCTYyN K cuery. [IpuBsizaHHbIil TenedoH NMOMOXKET, eciii 3a0ynellb CBON
TJIATEKHBIN MTApOJIb WY 3alJICIIb HA CAUT C HE3HAKOMOT'O YCTPOWCTBA;

2. Ucnons3yir omHopa3oBbie naponu. [locie mepexona Ha YCHICHHYHO aBTOPU3ALMIO
Tebe yke He OyJIeT yrpoKaTh ONaCHOCTh KPA)KU MJIM MepexBaTa MIaTeKHOIro MapoJis;

3. BreiGepu crnoxusiii maposb. [IpectymHukam OymeT HE MPOCTO yrajaaTh CIOKHBIN
naponb. HanexxHele maponm - 3TO IMApoJiM, KOTOPBIE COAEpKaT HE MEHeEe 8 3HAKOB M
BKJIFOYAIOT B C€0sl CTPOUYHBIE M MPOMHUCHBIE OYKBbI, HIU(PPBI U HECKOJIBKO CUMBOJIOB, TAKUE
KaK 3HaK Jojuiapa, GyHTa, BOCKIHMIIATSIIbHBIN 3HAK U T.11. Hampumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE IOBEPSIECIIb.
JJIeKTPOHHAA MOYTA

DNeKTpOHHAs TOYTa - 3TO TEXHOJIOTHS U MIPEIOCTABIIIEMBIC €0 YCIIYTH 10 MIEPEChUIKE U
MOJTyYEHHUI0 DJICKTPOHHBIX COOOIICHH, KOTOPHIE pacpeAessioTCS B KOMITBIOTEPHOU CETH.
OOBIYHO  DJIGKTPOHHBIM  TIOYTOBBIM  SMIMK  BBIMJISANT  CIICAYIOIIUM  00pa3oM:
UMS_TIOJIB30BATESI(@UMSL_TToMeHa. Takke KpoMme Tepenadd MPOCTOrO0 TEKCTa, HMEETCS
BO3MOKHOCTH TIepe/1aBaTh (pailyibl.



OCHOBHBIE COBETHI IO 0€30MaCHOM padOTe C IICKTPOHHON MTOYTOM:

1. Hamo BIOpaTh MpaBUIIBHBIN MOYTOBBIN cepBHC. B MHTEpHETE €CTh OrPOMHBIN BHIOOD
OeCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JYUIIe JOBEPATHh TEM, KOTO 3HACIIH U KTO TIEPBBIM
B PEUTHHTE;

2. He yka3bIBaii B JIMUHOM mouTe JU4YHYyI0 uH(popmaimio. Hanpumep, nydiie BoIOpaTh
"My3bIKadbHBIN (aHaT@" win "pok2013" BmecTo "temal3";

3. Mcnonp3yit ABYX3TAHYIO aBTOPU3AIIMI0. ITO KOTJa IOMUMO IapoJisl HYKHO BBOJUTH
KO/I, MPUChUIaeMBbIH 110 SMS;

4. BeiOepu cloXHBIN maposb. JJIS KaKIOTO MOYTOBOTO SINTUKA JOJHKEH OBITh CBOU
HAJICKHBIN, YCTOMYUBBIN K B3JIOMY NapOJIb;

5. Ecnu ecTp BO3MOKHOCTh HAMCAaTh CaAMOMY CBOW JIMYHBIM BOIIPOC, MCIOJIB3YH 3TY
BO3MO>KHOCTB;

6. VMcnonp3yld HECKOJIBKO IOYTOBBIX SIIMKOB. IlepBbI ISl 4YaCTHOW NEPENUCKHU C
azpecaTaMy, KOTOPBIM ThI JOBEPSENIb. DTO ANEKTPOHHBIN aIpec HE HAJO0 MCIIOIb30BaTh MPH
peructpanuu Ha (opyMax U cairax;

7. He oTkpbiBail (aiiiel U Ipyrue BIOKEHHUS B MUChMax, JaKe €CJIIM OHU MPUIILTU OT
TBOMX Jipy3el. JIydle yTouHH y HUX, OTIPABIISUIN JIM OHU TeO€ 3TU (pailiibl;

8. Ilocne okoHuaHusi pabOTHI Ha TOYTOBOM CEPBHUCE MEPE] 3aKPhITHEM BKIIAJIKHU C
caiiToMm He 3a0y/Jp HaxkaTh Ha "BeiiiTu".

Ku0epOysIMHI WM BUPTYalbHOE H3/1€BaTe/IbCTBO

KubepOymuHr - mpecieioBaHuE COOOIICHUSIMU, COJEPKAIIUMU OCKOpPOJICHUS,
arpeccHio, 3alyTHMBaHHUE;, XYJIUTAHCTBO, COIMAIbHOE OOWKOTHPOBAHHUE C TIOMOIIBIO
Pa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOEPOYIIIUHIOM:

1. He Opocatics B 6oii. Jlydmmii crioco0: mMocoBeTOBaThCs Kak ceOsi BECTH W, €CIIU HEeT
TOTO, K KOMY MOXHO OOpaTHThCS, TO BHAYaJIe YCIIOKOUTHCS. ECM Thl HayHEIh OTBEYATh
OCKOPOJICHUSMHU Ha OCKOPOJICHHS, TO TOJIBKO €1I1e OOJIBIIIE Pa30KKEITh KOHPIUKT;

2. Yupasnsiii cBoel kuOeppernyTaiue;

3. AHOHUMHOCTH B ceTH MHHUMas. CyliecTBYIOT CHOCOOBI BBISICHUTb, KTO CTOMUT 3a
AHOHMMHBIM aKKAyHTOM,;

4. He cTouT BeCTH XyJUTaHCKUNA 00pa3 BUPTyalIbHOM Ku3HU. IHTepHeT Qukcupyert Bce
TBOM JICUCTBUSA U COXpaHSCT UX. Y JAIUTh UX OyJeT KpailHe 3aTpyAHUTEIBHO;

5. Cobiroait CBOIO BUPTYAJIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuHuuHbi HeraTuB. OHOpPA30BbIE OCKOPOUTENBHBIE COOOIICHUS
Jydiiie urHopupoBaTh. OOBIYHO arpeccus MpeKpailaeTcs Ha HayaabHOM CTauu;



7. ban arpeccopa. B mporpamMmMax oOMeHa MTHOBEHHBIMU COOOIICHUSMU, B COITHATBHBIX
CETSX €CTh BO3MOYKHOCTh OJIOKHPOBKH OTITPABKH COOOIIIEHUI C OTIPEICTICHHBIX aJpeCOB;

8. Ecimu Tel cBuaerens kuOepOysummHra. TBow JeHCTBUS: BBICTYIUTh IPOTHUB
IpeciieIoBaTens, MoKa3aTh €My, YTO €ro JEHCTBHS OLIEHUBAIOTCS HETaTUBHO, MOAJEPKATh
KEPTBY, KOTOPOH HY)KHA IICHUXOJOTHYEcKass MOMOIIb, COOOIIMTH B3pPOCIABIM O (haKTe
arpecCUBHOIO MOBEJCHUS B CETH.

MoOubHbIN TeaedoH

CoBpeMeHHble cMapT(OHBI W IUJIAHIIETHl COJEpKAaT B ce0e BIOJIHE B3POCIbIN
(GyHKIMOHAJ, U TENepb OHU MOTYT KOHKYPHUPOBAaTh CO CTAIIMOHAPHBIMU KOMIIBIOTEPAMH.
OpnHako, CpeJCTB 3alllUTHI AJi MOJAOOHBIX YCTPOMCTB MOKa OYEHb Majio. TecTupoBaHUE U
MOKWCK YSI3BUMOCTEM B HUX MPOUCXOJUT HE TaK MHTEHCUMBHO, kKak s [IK, To ke camoe
KacaeTcss U MOOWJIbHBIX MPUITOKEHUM.

COBpCMCHHBIe MOOMIIbHBIE 6pay36p1>1 YKC IIPAKTHUYCCKH AOTHAJIN HACTOJIbHBIC aHAJIOT'H,
OJHAKO pPaCHIUPCHUC (bYHKHI/IOHEUIa BJICYET 3a COOOM 6OHBIHYI-O CJIOXKHOCTh M MCHBIIYIO
3allTUIICHHOCTD.

I[aJ'ICKO HC BCC IIPOU3BOJUTCIIN BBITYCKAIOT O6HOBJI€HI/I$I, 3aKpPbIBAIOIIUEC KPUTHYCCKHUC
YA3BUMOCTH AJIA1 CBOUX YCTPOﬁCTB.

OcCHOBHBIE COBETHI JIjIs1 0€30I1aCHOCTH MOOUIILHOTO TelieoHa:

Huuero nHe sBnsieTcs IMO-HACTOAIICMY OecIUIaTHBIM. BYI[B OCTOPOIKCH, BCAb KOI'Ja Tebe
npeaiararoT OecrIaTHBIN KOHTCHT, B HCM MOT'YT OBITh CKPBITbI KAKHUC-TO INIATHBIC YCIIYTH;

Hymaii, mpexae uem oTnpaBuTh SMS, ¢poro unmu Buaeo. Tel TOYHO 3HACIIb, TJ€ OHU
OyayT B KOHEUHOM UTOTE?

Heo6xoammo 0OHOBIIATH ONIEpaIlMOHHYIO CHCTEMY TBOET0 CMapT(hOHa;
Vcrionb3yit aHTHBUPYCHBIE TIPOTPAMMBI JJISI MOOMITBHBIX TEJIe(OHOB;

He 3&pr)K8.I>i IMPHUIIOKCHUA OT HCU3BCCTHOI'O MCTOYHHUKA, BCAb OHHW MOTYT COACPIKATH
BpPCAOHOCHOC IIPOIrpaMMHOC O6CCHC‘ICHI/I€;

[Tocne Toro kak Thl BBIWJEHIL C CaiiTa, IJie BBOAWI JUYHYIO HH(POpPMAIHIO, 3aiU B
HacTpoiku Opay3epa u yaainu cookies;

[Ieproanuecku npoBepsiii, KAKME IIATHBIE YCIYTH AKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOM HOMEp MOOUJILHOTO TeJePOHA TOIBKO JIOASM, KOTOPBIX ThI 3HACIb U KOMY
NOBEPSICID;

Bluetooth noyken ObITh BHIKITFOUEH, KOT/Ia Thl UM HE TIOJIb3yelibes. He 3a0biBaii nHOT I
MPOBEPSTH ITO.



Online urpsi

CoBpeMEHHbIE OHJIAWH-UTPBl - 3TO KPAacOYHbIE, 3aXBaThIBAIOLIME pPa3BIICUECHUS,
OOBEIUHSIONINE COTHU ThICSY YEJOBEK IO BceMy MHpY. Mrpoku uccinenyroT AaHHBIA UM
MHUp, OOIIAIOTCS APYr C JPYrOM, BBIIIOJHAIOT 3aJaHUs, CPakalOTCs C MOHCTpaMU H
[OJy4YaroT ONBIT. 3a YJOBOJBCTBUE OHM IUIATAT: MOKYHAKOT TUCK, OIUIAYMBAIOT a0OHEMEHT
WINA IPUOOPETAIOT KAaKHE-TO OIIUH.

Bce stu cpenctBa uayT Ha MHOAJEpXKAHWE W Pa3BUTUE WIPhI, a TaKKE Ha camy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbl aBTOPH3allMH, BBIMTYCKAIOTCS HOBBIC MATYH
(umdpoBble 3aMIaTKy 711 IPOrPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX Urpax CTouT OImacaTtbCia HE CTOJBKO CBOUX COIICPHHUKOB, CKOJIBKO KpPaXu
TBOCTO 11apoJIsi, HA KOTOPOM OCHOBAHA CUCTECMaA aBTOPHU3AIUN OOJIBIIMHCTBA urp.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOET'O HUI'POBOI'0 aKKayHTa:

1. Eciu npyro#t urpok BefieT ceOst MI0X0 WUIIU co3AaeT Te0e HeMPUSTHOCTH, 3a0JI0KUPYH
€ro B CIIUCKE UTPOKOB;

2. HO)K&J'IYﬁCSI AIMHUHHUCTPATOPAaM HIPblI Ha INIOXOC IIOBCACHHUC JOTOI'O HIPOKA,
KCJIATCIBHO IIPHUIIOKHUTL KaKHC-TO JOKA3aTCIIbCTBA B BUJAC CKPUHOB;

3. He yxa3bIBail TnuHy0 HH(GOpPMALIHIO B ITpodaiiie urpsl;
4. YBaxkail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBaif HeopuiinaabHble AT U MOJIBI;

6. Mcrionp3yil CIOKHBIE U Pa3HbIE APOJIH;

7. Jlaxxe BO BpeMs UIPbl HE CTOWT OTKIJIIOYaTh aHTUBUpYC. [loka Tel mrpaemb, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

@OUINUHT WA Kpaika JIMYHbIX JAHHbIX

OObIYHOM KpaXkel JEeHEr W JOKYMEHTOB CETOJHS YK€ HHKOIo HEe YIWBHIINb, HO C
Pa3BUTUEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBIIIJIEHHUKA TMEPEMECTUIUCh B MHTEPHET, U
MPOJOJIKAIOT 3aHUMAThCS ""TIOOUMBIM" JIETIOM.

Tak mosiBUJIach HOBasi yrpo3a: UHTEPHET-MOIICHHHUYECTBA WK (DUILIMHT, TJaBHAS 11€Jb
KOTOPOT'O COCTOWT B MOJYyYEHUU KOH(PHUIACHIIMAIBHBIX JAHHBIX MOJb30BaTENECH - TIOTUHOB U
naposyieii. Ha anrnmiickom si3pike phishing uurtaercsa kak dumuar (ot fishing - pwiOHas
JIOBJIs1, password - TapoJib).

OcHOBHBIE COBETHI IO 0OPHOE C (PUITUHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciau Thl mojo3peBaelb, YTO TBOS aHKeTa ObLia
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKHPOBATh €€ M COOOIUTh aJIMHHHCTPATOpaM pecypca 00
ATOM KaK MOXHO CKOpEe;

2. Hcnonb3yit Oe3omacHble BeO-CaiiThl, B TOM YHCJE, HUHTEPHET-Mara3uHoB W
TTOMCKOBBIX CHCTEM;



3. Ucnonw3y#i CloKHBIE U pa3HbIe Mapoyid. Takum oOpa3oM, eciau TeOs B3JIIOMAaIOT, TO
3JIOYMBITTUICHHUKY TIOJy9aT JOCTYI TOJBKO K OJHOMY TBOEMY MPO(MIIO B CETH, a HE KO
BCEM;

4. Ecnum TeOst B3IOMaid, TO HEOOXOIMMO NPEAyNpEeAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE 100aBJIEHBI y TEOS B IPY3bSIX, O TOM, YTO TeOs B3JIOMAIU M, BO3MOKHO, OT TBOETO
uMeHH Oy/IeT pacChbUIaThCs CIIaM M CChUIKH Ha (DUIITMHTOBBIE CANTHI;

5. YcranoBu HaaexHbii apois (PIN) Ha MOOWIBHBIN Tene(oH;
6. OTKIIIOUM COXpaHEHHE Napodisi B Opaysepe;

7. He oTkpsiBail (haiiimel M ApyrUe BIOKCHHS B MUChMax, JaKe €CJIM OHHU TPUIILIA OT
TBOUX Jipy3ei. Jlydlle yTouHU y HUX, OTIPABIISIIN JIM OHU TeOe 3TU (ailiibl.

n¢pposasi penyrauus

[Mudposas pemyTranus - 3TO HEraTUBHAs WM MO3UTUBHAs MH(POpMAIUs B CETH O TeOe.
Komnpomerupyromas uHpopMmanus, pa3MmMelieHHass B HHTEPHETE, MOMKET CEpPbE3HbIM
0o0pa3oM OTpa3UThCs Ha TBOEH peanbHOM xku3HU. "Llndposas penyramnus" - 370 TBOM UMUK,
KOTOpbIN (hopMHpyeTCs U3 nHPopManuu o Te0e B UHTEPHETE.

TBoe MecTO KUTENbCTBA, y4ueObl, TBOE (DMHAHCOBOE IMOJOXKEHHUE, OCOOCHHOCTHU
XapakTepa U pacckasbl 0 OJU3KUX - BCE TO HAKAILJIMBAETCS B CETH.

MHorue noJipoCTKH JISTKOMBICJICHHO OTHOCSITCS K IMTyOJIMKAIMKM JUIHON WH(pOpMaIu B
HNHTepHeTe, HE MOHUMAas BO3MOXKHBIX MOCIEACTBUN. ThI Ja)ke HE CMOKEIIb JOrafgaThCs O
TOM, 4TO (hoTorpadus, pasmMelieHHas 5 JIeT Ha3aJl, cTajla MPUYUHON OTKa3a MPHUHATH TeOs Ha
pabory.

Kommenrtapuu, pasmemienue TBoux Qortorpaduii u apyrue JeHCTBUS MOTYT HE
HCUYE3HYTh AK€ I0CJIE TOro, Kak Thl MX YNaIWIIb. Thl HE 3HACUIb, KTO COXPAaHWI OTYy
uH(OpMalKIO, TIOTIaJIa JIM OHA B MOMCKOBBIE CUCTEMbBI U COXPAaHUJIACh JIU OHA, a IJIaBHOE: YTO
MOAYMAlOT O TeOe OKpYKalIIMe JIOU, KOTOpble HaayT u yBUASAT 3To. Haiitu
MH(}OpPMALMI0O MHOTO JIET CIYCTS CMOXET JI000HM - KaKk M3 J0OpbIX MOOYXAEHUH, TaK U C
HaMepEeHUEM MPUYUHUTD BPEI. ITO MOMKET ObITh KTO YTOAHO.

OCHOBHBIE COBETHI M0 3aIUTe MU(PPOBOI peryTauu:

1. IMogymaii, mpexae yeM 4To-TO MyOJIMKOBAaTh W TMepenaBaTh y ceOst B Ojiore wid B
COIIMAJIbHOM CETH;

2. B nactpolikax npo¢uisi yCTaHOBH OTpaHUYEHHUS HAa POCMOTP TBOETO NPOUIs U €ro
COJIEP’KUMOT0, CAEIIAN €r0 TOJIBKO "I Apy3en';

3. He pa3memaii 1 He yka3biBail HHGOPMAIIHIO, KOTOPasi MOXKET KOro-Iu00 OCKOPOJIATH
WA O0MKATh.



ABTOpPCKOE NIPaBO

CoBpeMeHHbIE IIKOJLHUKH - AaKTUBHBIE TOJB30BaTeNd IU(POBOTO MPOCTPAHCTBA.
OpHako JajaeKko He BCE 3HAIOT, YTO IOJIb30BAaHWE MHOTHMH BO3MOMKHOCTSMH ITU(GPOBOTO
Mupa TpedyeT coOII0ICHHS PaB HA UHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTD.

TepmuH "WHTEUIEKTyajdbHass COOCTBEHHOCTh' OTHOCUTCA K Pa3jIU4YHbBIM TBOPECHHIM
YeIOBEYECKOr0 yMa, HayMHash C HOBBIX M300pPETeHMH M 3HAKOB, 0003HAUYAIOIINX
COOCTBEHHOCTh Ha TMPOAYKTHl M YCIyTd, W 3aKaHYuWBas KHUTaMH, ¢oTorpadusimMu,
KUHO(QUIBMAMU U MY3bIKaJIbHBIMU IIPOU3BEACHUSIMH.

ABTOpCKHE MpaBa - 3TO IIpaBa Ha UHTEJUICKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HAYKH, JINTEPATYPhl U UCKYCCTBA. ABTOPCKHUE MPaBa BBICTYNAIOT B KAYECTBE FAPAHTUHU TOTO,
YTO HWHTEJUICKTYaJIbHBIN/TBOPUYECKUI TpyA aBTOopa HE OyIeT HalpacHbIM, JacT €My
CIpaBeJIUBbIe BO3MOXXHOCTU 3apaboTaTh Ha pe3yJibTaTax CBOEro TpyAa, IOJYYHUTh
U3BECTHOCTh U Mpu3HaHue. HukTo 6e3 paspelieHust aBTopa HE MOKET BOCIPOU3BOJUTH €TI0
MIPOU3BEICHUE, PACTIPOCTPAHSATh, TyOJIUYHO I€MOHCTPUPOBATH, MPOAABATH, UMIIOPTUPOBATH,
MIyCKaTh B MPOKAT, MyOJUYHO UCIIOIHSITH, TOKA3bIBATH/UCTIONHATE B A(Upe WK pa3MeliaTh B
WNurepnere.

Hcnonb3zoBanue '"mUparckoro" MpOrpaMMHOIO OOECHEYEHHs] MOXKET MPUBECTH K
MHOTMM pHUCKaM: OT IMOTEpU JAaHHBIX K TBOMM aKKayHTaMm J0 OJOKHpPOBKH TBOETO
yCTpPOWCTBA, I'ie YCTAaHOBJIEHA HeJerajibHas nmporpamma. He crout Taxke 3a0bIBaTh, 4YTO
CYLIECTBYIOT JIETaJIbHbIE U O€CIJIaTHBIE POTPaMMbl, KOTOPbIE MOKHO HalTH B CETH.

O nmopraJie

CereBu4ok.p - TBOW TJIABHBIA COBETYMK B CETU. 3JECh Thl MOXEIIb y3HATh O
0€30MacCHOCTH B CETU TMOHATHBIM M JIOCTYIIHBIM S3bIKOM, a TMPU BO3HUKHOBEHUHU
KPUTHUYECKOM CUTYyalluu OOpaTUTHCS 3a COBETOM. A TaK)Ke MPUHSTh y4acTHe B KOHKypcax U
CTaTh CaMbIM [U(GPOBLIM I'PAKTAHUHOM!



